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NIST developed a Compendium of informative references gathered from the Request for

Information (RFI) input, Cybersecurity Framework workshops, and stakeholder

engagement during the Framework development process. The Compendium includes

standards, guidelines, and practices to assist with implementation. The Compendium is not

intended to be an exhaustive list, but rather a starting point based on initial stakeholder

input. The Compendium and other supporting material can be found at

http://www.nist.gov/cyberframework/.
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Table 1. Function and Category Unique ldentifiers
Functio Categor

n Function y Category
Unique Unique
Identifi Identifi

er er

Asset Management
ID.BE | Business Environment

ID.GV | Governance

Identify ID.RA | Risk Assessment

ID.RM | Risk Management Strategy
PR.AC | Access Control

PR.AT | Awareness and Training

PR.DS | Data Security

Protect PR.IP Information Protection Processes and
PR.MA | Maintenance

PR.PT | Protective Technology

DE.AE | Anomalies and Events

DE.CM | Security Continuous Monitoring
DE.DP | Detection Processes

RS.RP | Response Planning

RS.CO | Communications

RS.AN | Analysis

Respond RS.MI | Mitigation

RS.IM | Improvements

RC.RP | Recovery Planning

RC.IM | Improvements

RC.CO | Communications

Detect

Recover
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Function

Category

Asset Management
(ID.AM): The data,
personnel, devices, systems,
IDENTIF and facilities that enable the
\% organization to achieve
(ID) business purposes are
identified and managed
consistent with their relative
importance to business
objectives and the
organization’s risk strategy.

Cybersecurity Framework

Subcatego
ry

ID.AM-1: Physical devices and
systems within the organization are
inventoried

Version 1.0

Informative References

+ CCSCSC1

o COBIT 5 BAI09.01, BAI09.02

o ISA 62443-2-1:2009 4.2.3.4

o ISA 62443-3-3:2013 SR 7.8

e |ISO/IEC 27001:2013 A.8.1.1, A8.1.2
+ NIST SP 800-53 Rev. 4 CM-8

ID.AM-2: Software platforms and
applications within the organization
are inventoried

+ CCSCSC?2

e COBIT5BAI09.01, BAI09.02,
BAI09.05

o [ISA 62443-2-1:2009 4.2.34

o [SA 62443-3-3:2013 SR 7.8

e |ISO/IEC 27001:2013 A.8.1.1, A8.1.2

ID.AM-3: Organizational
communication and data flows are
mapped

+ CCSCSC1

+ COBIT 5DSS05.02

o [ISA 62443-2-1:2009 4.2.34

e |ISO/IEC 27001:2013 A.13.2.1

e NIST SP 800-53 Rev. 4 AC-4, CA-
3, CA-9, PL-8

ID.AM-4: External information
systems are catalogued

+ COBIT 5AP0O02.02
e |ISO/IEC 27001:2013 A.11.2.6
e NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-5: Resources (e.g., hardware,
devices, data, and software) are
prioritized based on their
classification, criticality, and

e COBIT 5APO03.03, APO03.04,
BAI109.02

o [SA 62443-2-1:2009 4.2.3.6

e [SO/IEC 27001:2013 A.8.2.1

ID.AM-6: Cybersecurity roles and
responsibilities for the entire
workforce and third-party

ctalcohnldore (6 n clinnliore

e COBIT 5 APO01.02, DSS06.03
o [SA 62443-2-1:2009 4.3.2.3.3
e [SO/IEC 27001:2013 A.6.1.1
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Function

Category

Cybersecurity Framework

Subcatego

I A

Version 1.0

Informative References

o NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-

TI’]Q m_";mniwlﬁnn’n
objectives, stakeholders,
activities are understood

prioritized; this information
1need tn infarm

roles, responsibilities, and
management decisions.

supply chain is identified and
communicated

« COBIT 5APO08.04, APO08.05,
APO10.04, APO10.05

o ISO/IEC 27001:2013 A.15.1.3, A.15.2.1,
A.15.2.2
o NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place
in critical infrastructure and its
industrv sector is identified and

e COBIT 5 APO02.06, AP0O03.01
+ NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for
organizational mission,
objectives, and activities are

e COBIT 5AP0O02.01, APO02.06,
APO03.01
o ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6

ID.BE-4: Dependencies and
critical functions for delivery of
critical services are established

e |SO/IEC 27001:2013 A.11.2.2,
A11.23, A12.1.3

e NIST SP 800-53 Rev. 4 CP-8, PE-9,
PE-11. PM-8. SA-14

ID.BE-5: Resilience requirements
to support delivery of critical
services are established

+ COBIT 5DSS04.02

e |SO/IEC 27001:2013 A.11.1.4,
Al711 Al17.12,Al1721

e NIST SP 800-53 Rev. 4 CP-2, CP-11,

Governance (ID.GV): The
policies, procedures, and
processes to manage and

monitor the organization’s

regulatory, legal, risk,
environmental, and
operational requirements
are understood and inform

thn mannanamannt ~f

ID.GV-1: Organizational
information security policy is
established

e COBIT5APO001.03, EDMO01.01,
EDMO01.02

e |ISA 62443-2-1:2009 4.3.2.6
ISO/IEC 27001:2013 A5.1.1
NIST SP 800-53 Rev. 4 -1 controls

ID.GV-2: Information security
roles & responsibilities are
coordinated and aligned with

COBIT5AP013.12

ISA 62443-2-1:2009 4.3.2.3.3
ISO/IEC 27001:2013 A.6.1.1, A7.2.1
NIST SP 800-53 Rev. 4 PM-1, PS-7

ID.GV-3: Legal and regulatory
requirements regarding

COBIT 5 MEA03.01, MEA03.04
o ISA 62443-2-1:2009 4.4.3.7
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Function

Category

Cybersecurity Framework

Subcatego

.y

including privacy and civil liberties
obligations, are understood and
managed

Version 1.0

Informative References

e |ISO/IEC 27001:2013 A.18.1

« NIST SP 800-53 Rev. 4 -1 controls
from all families (except PM-1)

ID.GV-4:  Governance
and risk management
processes address

+ COBIT 5DSS04.02

e [ISA62443-2-1:20094.2.3.1,4.2.3.3,

4.2.3.8,
4.2.3.9,423.11,43.24.3,43.2.6.3

oroanization understands
cvbersecurity risk to
organizational operations
(includina mission,
imaae, or reputation),
oraanizational assets, and
individuals.

identified and documented

+ CCSCSC4
e COBIT5AP012.01, APO12.02,
APO12.04

e ISA62443-2-1:20094.2.3,4.2.3.7,
4.2.3.12

e |ISO/IEC 27001:2013 A.12.6.1, A.18.2.3

e NIST SP 800-53 Rev. 4 CA-2, CA-7,
RA-3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-

ID.RA-2: Threat and vulnerability
information is received from
information sharing forums and

e |ISA62443-2-1:2009 4.2.3,4.2.3.9,
4.2.3.12
e |ISO/IEC 27001:2013 A.6.1.4

ID.RA-3: Threats, both internal and
external, are identified and
documented

e COBIT5AP0O12.01, APO12.02,
APO12.03, APO12.04

e [ISA62443-2-1:2009 4.2.3,4.2.3.9,

4.2.3.12

e NIST SP 800-53 Rev 4 RA-3 SI-5

ID.RA-4: Potential business
impacts and likelihoods are

+ COBIT 5DSS04.02

e [ISA62443-2-1:2009 4.2.3,4.2.3.9,
4.2.3.12

e NIST SP 800-53 Rev. 4 RA-2, RA-

ID.RA-5: Threats, vulnerabilities,
likelihoods, and impacts are used to
determine risk

+« COBIT5AP0O12.02
e |ISO/IEC 27001:2013 A.12.6.1
e NIST SP 800-53 Rev. 4 RA-2, RA-3,

ID.RA-6: Risk responses are

e COBIT 5 APO12.05, APO13.02
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Function

Category

Cybersecurity Framework

Subcatego

e N A

prioritized

NIST SP 800-53 Rev. 4 PM-4, PM-9

Version 1.0

Informative References

Risk Management
Strategy (ID.RM): The
organization’s priorities,

constraints, risk
tolerances, and
assumptions are
established and used to
support operational risk
decisions.

ID.RM-1: Risk management
processes are established, managed,
and aareed to bv oraanizational

COBIT 5 AP0O12.04, APO12.05,
APO13.02, BAI02.03, BA104.02
ISA 62443-2-1:2009 4.3.4.2
NIST SP 800-53 Rev. 4 PM-9

ID.RM-2: Organizational risk
tolerance is determined and clearly

COBIT 5 AP0O12.06
ISA 62443-2-1:2009 4.3.2.6.5
NIST SP 800-53 Rev. 4 PM-9

ID.RM-3: The organization’s
determination of risk tolerance is
informed by its role in critical

infractriictiira and cartnr enacifie

NIST SP 800-53 Rev. 4 PM-8, PM-9,
PM-11, SA-14

Access Control (PR.AC):
Access

tn assets and assnriated
is limited to authorized

1IRAIS  NrOceSePS N
atthnrized activitieq annd

transactions.

PROTECT
(PR)

managed for authorized devices and
users

CCSCSC 16

COBIT 5 DSS05.04, DSS06.03

ISA 62443-2-1:20094.3.3.5.1

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR
SR1.4,SR15,SR1.7,SR18,SR19
ISO/IEC 27001:2013 A.9.2.1, A.9.2.2,
A931,A942 A943

NIST SP 800-53 Rev. 4 AC-2, IA Family]

managed and protected

COBIT 5DSS01.04, DSS05.05

ISA 62443-2-1:2009 4.3.3.3.2,4.3.3.3.8
ISO/IEC 27001:2013 A.11.1.1, A.11.1.2,
Al111.4,A1116,A11.23

NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-
5, PE-6, PE-9

PR.AC-3: Remote access is
managed

COBIT 5 AP0O13.01, DSS01.04,
ISA 62443-2-1:2009 4.3.3.6.6
ISA 62443-3-3:2013 SR 1.13, SR 2.6

ISO/IEC 27001:2013 A.6.2.2, A.13.1.1,
A.l13.2.1
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Category

Cybersecurity Framework

Subcatego
v

Version 1.0

Informative References

NIST SP 800-53 Rev. 4 AC-17, AC-19,

[}
« CCSCSC12,15
e |ISA 62443-2-1:2009 4.3.3.7.3
e [ISA 62443-3-3:2013 SR 2.1
PR.AC-4: Access permissions are e ISO/IEC 27001:2013 A.6.1.2,A.9.1.2,
managed, incorporating the A9.23, A94.1,A944
principles of least privilege and e NIST SP 800-53 Rev. 4 AC-2, AC-
separation of duties R AC-5 AC-A AC-16
e ISA 62443-2-1:2009 4.3.3.4
e [SA62443-3-3:2013 SR 3.1,SR 3.8
PR.AC-5: Network integrity is |e ISO/IEC27001:2013 A.13.1.1,
protected, incorporating network A.13.1.3, A13.2.1
segregation where appropriate o NIST SP 800-53 Rev. 4 AC-4, SC-7
« CCSCSCH9
e COBIT 5 AP0O07.03, BAI05.07
PR.AT-1: All users are informed o ISA 62443-2-1:2009 4.3.2.4.2
and trained e ISO/IEC 27001:2013 A.7.2.2
e NIST SP 800-53 Rev. 4 AT-2, PM-13
+ CCSCSCH
e COBIT 5 APO07.02, DSS06.03
Awareness and Training | PR.AT-2: Privileged users e ISA 62443-2-1:2009 4.3.2.4.2, 4.3.2.4.3
(PR.AT): The understand roles & responsibilities | e ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
organization’s personnel o NIST SP 800-53 Rev. 4 AT-3, PM-13
and partners are provided . CCSCSC9
Cybersecurity awareness e COBIT5AP007.03, APO10.04,
education and are PR.AT-3: Third-party stakeholders | APO10.05

adequately trained to
perform their information
security-related duties and
responsibilities consistent

with related nolicies

(e.q., suppliers, customers,
partners) understand roles &

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.6.1.1, A7.2.2

PR.AT-4: Senior executives
understand roles & responsibilities

CCSCSC9
COBIT 5 APO07.03
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Category

Cybersecurity Framework

Subcatego

I A

Version 1.0

Informative References

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A6.1.1, A.7.2.2,
NIST SP 800-53 Rev. 4 AT-3, PM-13

PR.AT-5: Physical and
information security personnel
understand roles & responsibilities

CCSCSC9

COBIT 5 APO07.03

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A6.1.1, A.7.2.2,
NIST SP 800-53 Rev. 4 AT-3, PM-13

Data Security (PR.DS):
Information and records
(data) are managed
consistent with the
organization’s risk strategy
to protect the
confidentiality, integrity,
and availability of
information.

PR.DS-1: Data-at-rest is protected

CCSCsC 17

COBIT 5 APO01.06, BAI102.01,
BAI06.01, DSS06.06

ISA 62443-3-3:2013 SR 3.4, SR 4.1
ISO/IEC 27001:2013 A.8.2.3
NIST SP 800-53 Rev. 4 SC-28

PR.DS-2: Data-in-transit is
protected

:h.."..

CCSCSsC 17
COBIT 5 APOO01.06, DSS06.06
ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR

SR 4.2

ISO/IEC 27001:2013 A.8.2.3,
Al1311 A1321 A1323

PR.DS-3: Assets are formally
managed throughout removal,
transfers, and disposition

°
4.3.
°

COBIT 5BAI09.03

ISA 62443-2-1:2009 4. 4.3.3.3.9,

441

ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.8.3.1,
A.8.3.2, A8.3.3 A11.27

PR.DS-4: Adequate capacity to

ensure availability is maintained

COBIT 5AP0O13.01
ISA 62443-3-3:2013SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.12.3.1
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Category

Cybersecurity Framework

Subcatego
v

Version 1.0

Informative References

NIST SP 800-53 Rev. 4 AU-4, CP-2,

PR.DS-5: Protections against data
leaks are implemented

CCSCsC 17

COBIT 5 APO01.06

ISA 62443-3-3:2013 SR 5.2

ISO/IEC 27001:2013 A.6.1.2, A.7.1.1,
AT712 A731,A822 A823,

AO11 ANO19
A13.21,A13.23,A13.24,A141.2,
NIST SP 800-53 Rev. 4 AC-4, AC-5,
PE-19. PS-3, PS-6. SC-7, SC-8. SC-13.
Sl-4

PR.DS-6:  Integrity  checking
mechanisms are used to verify
software firmware and

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR

SR 3.8

ISO/IEC 27001:2013 A.12.2.1,
Al1251 Al1412 A1413

PR.DS-7: The development and
testing environment(s) are separate
from the production environment

COBIT 5 BAI07.04
ISO/IEC 27001:2013 A.12.1.4
NIST SP 800-53 Rev. 4 CM-2

Processes and
Procedures
(PR.IP): Security policies

commitment, and

among organizational
processes. and procedures
maintained and used to

protection of information
and assets.

PR.IP-1: A baseline configuration
of information
technology/industrial control
systems is created and maintained

CCSCSC3, 10

COBIT 5BAI10.01. BAI10.02.
BAI10.05

ISA 62443-2-1:2009 4.3.4.3.2, 43.4.3.3
ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.12.51,
A126.2,A1422, A1423 Al142.4

NIST SP 800-53 Rev. 4 CM-2, CM-3,
CM-5, CM-6, CM-7, CM-9, SA-10

Cycle to manage systems is

implemented

COBIT5AP013.01

IRA R2442.2.1-90N0 A2 422
ISO/IEC 27001:2013 A.6.1.5, A.14.1.1,

Al14.2.1,A1425
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NIST SP 800-53 Rev. 4 SA-3, SA-4, SA-

8. SA-10, SA-11, SA-12, SA-15, SA-17,

processes are in place

COBIT 5 BAI06.01, BAI01.06

ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A12.51,
A126.2,A1422, A1423, A 1424
NIST SP 800-53 Rev. 4 CM-3, CM-4,

PR.IP-4: Backups of information
are conducted, maintained, and
tested periodically

COBIT 5AP013.01

ISA 62443-2-1:2009 4.3.4.3.9
ISA 62443-3-3:2013 SR 7.3,SR 7.4

ISO/IEC 27001:2013
A12.31.
NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-

the physical operating environment
organizational assets are met

COBIT 5 DSS01.04, DSS05.05

ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2,
4.3.3.3.3,4.3.3.35,4.3.3.3.6

ISO/IEC 27001:2013 A.11.1.4, A.11.2.1,
Al1122,A1123

NIST SP 800-53 Rev. 4 PE-10, PE-12,
PE-14, PE-15, PE-18

policy

COBIT 5BAI09.03

ISA 62443-2-1:2009 4.3.44.4

ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.8.3.1,
Al11.2.7

NIST SP 800-53 Rev. 4 MP-6

continuously improved

COBIT 5 APO11.06, DSS04.05

ISA 62443-2-1:2009 4.4.3.1, 4.4.3.2,
443.4,4435,443.6,443.7,443.8

NIST SP 800-53 Rev. 4 CA-2, CA-7,
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8, PL-2, PM-6

PR.IP-8: Effectiveness of
protection technologies is shared
with aporopriate parties

ISO/IEC 27001:2013 A.16.1.6
NIST SP 800-53 Rev. 4 AC-21, CA-7,

Sl-4

PR.IP-9: Response plans (Incident

Response and Business Continuity)
recovery plans (Incident Recovery
Disaster Recoverv) are in place and
managed

COBIT 5DSS04.03

ISA 62443-2-1:2009 4.3.2.5.3. 4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.1. A17.1.1,
Al7.1.2

NIST SP 800-53 Rev. 4 CP-2, IR-8

PR.IP-10: Response and recovery
plans are tested

ISA 62443-2-1:2009 4.3.2.5.7, 43.45.11
ISA 62443-3-3:2013 SR 3.3

ISO/IEC 27001:2013 A.17.1.3

NIST SP 800-53 Rev.4 CP-4, IR-3, PM-

PR.IP-11: Cybersecurity is
included in human resources
practices (e.g., deprovisioning,
personnel screeninag)

COBIT 5 APO07.01, APOO07.02,
APOO07.04. APO07.05
ISA 62443-2-1:2009 4.3.3.2.1, 4.3.3.2.2,

4.3.3.2.3

ISO/IEC 27001:2013 A.7.1.1, A.7.3.1,
NIST SP 800-53 Rev. 4 PS Family

PR.IP-12: A vulnerability
management plan is developed and

ISO/IEC 27001:2013 A.12.6.1, A.18.2.2
NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-

Maintenance (PR.MA):
industrial control and

svstem comnonents is
consistent with policies
procedures.

PR.MA-1: Maintenance and repair
of organizational assets is
performed and logged in a timely
manner, with approved and

COBIT 5BAI09.03

ISA 62443-2-1:2009 4.3.3.3.7
ISO/IEC 27001:2013 A.11.1.2,
Al11.2.4, A11.25

NIST SP 800-53 Rev. 4 MA-2, MA-3,

PR.MA-2: Remote maintenance of
organizational assets is approved,
logged, and performed in a manner

that prevents unauthorized access

COBIT 5 DSS05.04
ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6,
43.3.6.7,44.46.8

ISO/IEC 27001:2013 A.11.2.4,
Al1511 A1521

28




Function

February 12, 2014

Category

Cybersecurity Framework

Subcatego
v

Version 1.0

Informative References

NIST SP 800-53 Rev. 4 MA-4

Protective Technology
(PR.PT): Technical
security solutions are

managed to ensure the
security and resilience of
systems and assets,
consistent with related
policies, procedures, and
agreements.

PR.PT-1: Audit/log records are
determined, documented,
implemented, and reviewed in
accordance with policy

CCSCSC 14

COBIT 5 APO11.04

ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8,
4344.7,4421,4422,442.4

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR

2.10,

SR2.11,SR 2.12

ISO/IEC 27001:2013 A.12.4.1,
A1242 A124° A1244

PR.PT-2: Removable media is
protected and its use restricted
accordina to nolicv

COBIT 5 DSS05.02, APO13.01

ISA 62443-3-3:2013 SR 2.3

ISO/IEC 27001:2013 A.8.2.2, A.8.2.3,
A83.1, A833 A1129

NIST SP 800-53 Rev. 4 MP-2, MP-
A MP-5_MP-7

PR.PT-3: Access to systems and
assets is controlled, incorporating
the principle of least functionality

COBIT 5 DSS05.02

ISA 62443-2-1:2009

43353,4.3354.43
4.3.35.7.4.3.358. 4.
4.3.3.6.3,4.3.3.64,4.
4.3.3.6.7,4.3.3.6.8,4.3.

3
3.

4337.2,43373,433.
2%
12,

OJOJOJ-b

ICA 2D9AAD D5 2-7N1D C

SR1.4,SR15. SR 1.6,
SR1.10.SR 1.11, SR 1.
2.2,SR2.3,SR 2.4, SR 2.

ISO/IEC 27001:2013 A.9.1.2
NIST SP 800-53 Rev. 4 AC-3, CM-7

PR.PT-4: Communications and

control networks are protected

CCSCSC7
COBIT 5 DSS05.02, APO13.01
ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR
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SR 7.6
ISO/IEC 27001:2013 A.13.1.1, A.13.2.1

NIST SP 800-53 Rev. 4 AC-4, AC-17,
AC-18._CP-8 SC-7

DETECT (DE)

DE.AE-1: A baseline of network
operations and expected data flows
for users and systems is
established and managed

COBIT 5 DSS03.01

ISA 62443-2-1:2009 4.4.3.3

NIST SP 800-53 Rev. 4 AC-4, CA-3,
CM-2, SI-4

DE.AE-2: Detected events are
analyzed to understand attack

ISA 62443-2-1:2009 4.3.4.5.6, 4.3.45.7,
434538
ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR

2.10,

SR2.11,SR 2.12,SR 3.9, SR 6.1, SR 6.2

targets and methods e |ISO/IEC 27001:2013 A.16.1.1, A.16.1.4
- NICT CD ONN ED2 Dmve A ALl & N 7
DE.AE-3: Event data are e |SA 62443-3-3:2013 SR 6.1
aggregated and correlated from e NIST SP 800-53 Rev. 4 AU-6, CA-7,
Anomalies and Events | multiple sources and sensors IR-4, IR=5, IR-8, SI-4
(DE.AE): Anomalous . COBIT5AP0O12.06
activity is detected in @ | pE AE-4: Impact of events is o NIST SP 800-53 Rev. 4 CP-2, IR-4,
timely manner and the determined RA-3, S| —4
potential impact of events is . COBIT5APO12.06
understood. o ISA 62443-2-1:2009 4.2.3.10
DE.AE-5: Incident alert thresholds | e NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8
are established
Security Continuous + CCSCSC14,16
Monitoring (DE.CM): The + COBIT5DSS05.07
information system and DE.CM-1: The network is e ISA 62443-3-3:2013 SR 6.2
assets are monitored at monitored to detect potential e NIST SP 800-53 Rev. 4 AC-2, AU-

discrete intervals to identify
cybersecurity events and

cybersecurity events

12, CA-7, CM-3, SC-5, SC-7, SI-4

DE.CM-2: The physical

ISA 62443-2-1:2009 4.3.3.3.8
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e /20
monitored to detect potential e NIST SP 800-53 Rev. 4 CA-7, PE-3,
cybersecurity events PE-6. PE—20

o [ISA 62443-3-3:2013 SR 6.2
e |ISO/IEC 27001:2013 A.12.4.1

DE.CM-3: Personnel activity is e NIST SP 800-53 Rev. 4 AC-2, AU-12,
monitored to detect potential AU-13, CA-7,CM-10, CM-11
CCSCSCh

+ COBIT 5DSS05.01

o [SA 62443-2-1:2009 4.3.4.3.8
o ISA 62443-3-3:2013 SR 3.2

e |ISO/IEC 27001:2013 A.12.2.1
+ NIST SP 800-53 Rev. 4 SI-3

e ISA 62443-3-3:2013 SR 2.4
DE.CM-5: Unauthorized mobile e |SO/IEC 27001:2013 A.125.1

DE.CM-4: Malicious code is
detected

code is detected e NIST SP 800-53 Rev. 4 SC-18, SI-4. SC-

« COBIT5 APO07.06
DE.CM-6: External service e [SO/IEC 27001:2013 A.14.2.7, A.15.2.1
provider activity is monitored to e NIST SP 800-53 Rev. 4 CA-7, PS-7,
detect potential cybersecurity SA-4, SA-9, Sl-4
DE.CM-7: Monitoring for e NIST SP 800-53 Rev. 4 AU-12, CA-
unauthorized personnel, 7, CM-3, CM-8, PE-3, PE-6, PE-20,
connections. devices. and software Sl-4

+« COBIT5BAI03.10

o [SA 62443-2-1:2009 4.2.3.1, 4.2.3.7
DE.CM-8: Vulnerability scansare |e ISO/IEC 27001:2013 A.12.6.1
performed o NIST SP 800-53 Rev. 4 RA-5

CCSCSC5

COBIT 5DSS05.01

ISA 62443-2-1:2009 4.4.3.1
ISO/IEC 27001:2013 A.6.1.1

Detection Processes
(DE.DP): Detection DE.DP-1: Roles and

processes and procedures | responsibilities for detection are
are maintained and tested | well defined to ensure
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adequate awareness of
anomalous
events.

[}

e ISA 62443-2-1:2009 4.4.3.2

e |ISO/IEC 27001:2013 A.18.1.4
DE.DP-2: Detection activities e NIST SP 800-53 Rev. 4 CA-2, CA-7,
comply with all applicable PM-14, Si-4

+ COBIT5AP013.02

e |ISA 62443-2-1:2009 4.4.3.2

e ISA 62443-3-3:2013 SR 3.3

e ISO/IEC 27001:2013 A.14.2.8
DE.DP-3: Detection processes are e NIST SP 800-53 Rev. 4 CA-2, CA-
tested 7, PE-3, PM-14, SI-3, SI-4

+ COBIT5AP012.06

e ISA 62443-2-1:2009 4.3.45.9

e ISA 62443-3-3:2013 SR 6.1
DE.DP-4: Event detection e |ISO/IEC 27001:2013 A.16.1.2
information is communicated to e NIST SP 800-53 Rev. 4 AU-6, CA-
appropriate parties 2, CA-7, RA-5,SI-4

o COBIT5APO011.06, DSS04.05

o ISA62443-2-1:20094.4.3.4
DE.DP-5: Detection processesare |+ I1SO/IEC 27001:2013 A.16.1.6
continuously improved o NIST SP 800-53 Rev. 4, CA-2, CA-7,

PL-2, RA-5, SI-4, PM-14
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COBIT 5BAI01.10

CCSCSC 18

ISA 62443-2-1:2009 4.3.4.5.1
ISO/IEC 27001:2013 A.16.1.5
NIST SP 800-53 Rev. 4 CP-2, CP-10,
IR-4, IR-8

Response activities are
coordinated with internal

external stakeholders, as
appropriate, to include
support from law

RS.CO-1: Personnel know their
roles and order of operations when

ISA 62443-2-1:2009 4.3.4.5.2,4.3.4.5.3,
43454

ISO/IEC 27001:2013 A.6.1.1, A.16.1.1
NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-
3, IR-8

RS.CO-2: Events are reported
consistent with established criteria

ISA 62443-2-1:2009 4.3.4.5.5
ISO/IEC 27001:2013 A.6.1.3, A.16.1.2
NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-

with response plans

ISA 62443-2-1:2009 4.3.4.5.2

ISO/IEC 27001:2013 A.16.1.2
NIST SP 800-53 Rev. 4 CA-2, CA-7,

agencies. 4, IR-8, PE-6, RA-5, SI-4
RS.CO-4: Coordination with o [ISA62443-2-1:20094.3.4.5.5
occurs consistent with response o NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
RS.CO-5: Voluntary information o NIST SP 800-53 Rev. 4 PM-15, SI-5
RESPOND sharing occurs with external
(RS) stakeholders to achieve broader
cvihareaeiirityv citiiatinnal
« COBIT5DSS02.07
o ISA62443-2-1:20094.3.4.5.6,4.3.4.5.7,
Analysis (RS.AN): 4.3.45.8
Analysis is conducted to o [ISA62443-3-3:2013SR 6.1
activities. RS.AN-1: Notifications from o ISO/IEC27001:2013A.12.4.1, A.12.4.3,

detection systems are investigated

A.16.1.5
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-
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5, PE-6, SlI-4

RS.AN-2: The impact of the
incident is understood

o [ISA 62443-2-1:2009 4.3.4.5.6, 4.3.45.7,
4.3.45.8

e |ISO/IEC 27001:2013 A.16.1.6

+ NIST SP 800-53 Rev. 4 CP-2, IR-4

RS.AN-3: Forensics are performed

e [SA62443-3-3:2013 SR 2.8, SR 2.9, SR
2.10,
SR2.11,SR 2.12,SR 3.9, SR 6.1

ISO/IEC 27001:2013 A.16.1.7

RS.AN-4: Incidents are categorized
consistent with response plans

ISA 62443-2-1:2009 4.3.4.5.6
ISO/IEC 27001:2013 A.16.1.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-

Mitigation (RS.Ml):
Activities are performed to
prevent expansion of an
event, mitigate its effects,
and eradicate the incident.

RS.MI-1: Incidents are contained

o |SA 62443-2-1:2009 4.3.4.5.6
o [SA62443-3-3:2013 SR 5.1, SR 5.2, SR

e |ISO/IEC 27001:2013 A.16.1.5

RS.MI-2: Incidents are mitigated

o [ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10
e ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
+ NIST SP 800-53 Rev. 4 IR-4

RS.MI-3: Newly identified
vulnerabilities are mitigated or
documented as accented risks

e |ISO/IEC 27001:2013 A.12.6.1

e NIST SP 800-53 Rev. 4 CA-7, RA-3,
RA-H

Improvements (RS.1M):
Organizational response
activities are improved by
incorporating lessons
learned from current and

nraviniie datantinnlvacnanen

RS.IM-1: Response plans
incorporate lessons learned

+ COBIT5BAI01.13

o ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4

e [SO/IEC 27001:2013 A.16.1.6

e NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RS.IM-2: Response strategies are

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

Recovery Planning
(RC.RP): Recovery
processes and procedures

ava nvnniitnd aned

RECOVER

7~ A\

RC.RP-1: Recovery plan is
executed during or after an event

CCSCSC8
e COBIT 5 DSS02.05, DSS03.04
e [SO/IEC 27001:2013 A.16.1.5
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Improvements (RC.IM):
Recovery planning and
processes are improved by
incorporating lessons

| PPN -V R S S

RC.IM-1: Recovery plans
incorporate lessons learned

e e © o e

COBIT 5 BAI05.07
ISA 62443-2-1:2009 4.4.3.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.IM-2: Recovery strategies are

COBIT 5 BAI07.08
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

Communications
(RC.CO): Restoration
activities are coordinated
with internal and external
parties, such as
coordinating centers,
Internet Service Providers,

RC.CO-1: Public relations are

COBIT 5 EDM03.02

RC.CO-2: Reputation after an
event is repaired

COBIT 5 MEAO03.02

RC.CO-3: Recovery activities are
communicated to internal
stakeholders and executive and

NIST SP 800-53 Rev. 4 CP-2, IR-4

Information regarding Informative References described in Appendix A may be found at the following locations:
o Control Objectives for Information and Related Technology (COBIT): http://www.isaca.org/COBIT/Pages/default.aspx
o Council on CyberSecurity (CCS) Top 20 Critical Security Controls (CSC): http://www.counciloncybersecurity.org
o ANSI/ISA-62443-2-1 (99.02.01)-2009, Security for Industrial Automation and Control Systems: Establishing an Industrial

Automation and Control Systems Security Program:
http://www.isa.org/Template.cfm?Section=Standards8&Template=/Ecommerce/ProductDisplay.cfm&Product|D=10243

o ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and Control Systems: System Security Requirements

and Security Levels:

http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductiD=13420

o ISO/IEC 27001, Information technology -- Security techniques -- Information security management systems -- Requirements:
http://www.iso.org/iso/home/store/catalogue ics/catalogue_detail ics.htm?csnumber=54534

o NIST SP 800-53 Rev. 4: NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information
Systems and Organizations, April 2013 (including updates as of January 15, 2014). http://dx.doi.org/10.6028/NIST.SP.800—

53r4.
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Mappings between the Framework Core Subcategories and the specified sections in the Informative References represent a general
correspondence and are not intended to definitively determine whether the specified sections in the Informative References provide
the desired Subcategory outcome.
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This appendix defines selected terms used in the publication.

Category

Critical
Infrastructure

Cybersecurity

Cybersecurity
Event

Detect (function)

Framework

Framework Core

Framework
Implementation
Tier

Framework
Profile

Function

The subdivision of a Function into groups of cybersecurity outcomes,
closely tied to programmatic needs and particular activities. Examples
of Categories include “Asset Management,” “Access Control,” and
“Detection Processes.”

Systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets
would have a debilitating impact on cybersecurity, national economic
security, national public health or safety, or any combination of those
matters.

The process of protecting information by preventing, detecting, and
responding to attacks.

A cybersecurity change that may have an impact on organizational
operations (including mission, capabilities, or reputation).

Develop and implement the appropriate activities to identify the
occurrence of a cybersecurity event.

A risk-based approach to reducing cybersecurity risk composed of
three parts: the Framework Core, the Framework Profile, and the
Framework Implementation Tiers. Also known as the “Cybersecurity
Framework.”

A set of cybersecurity activities and references that are common
across critical infrastructure sectors and are organized around
particular outcomes. The Framework Core comprises four types of
elements: Functions, Categories, Subcategories, and Informative
References.

A lens through which to view the characteristics of an organization’s
approach to risk—how an organization views cybersecurity risk and
the processes in place to manage that risk.

A representation of the outcomes that a particular system or
organization has selected from the Framework Categories and
Subcategories.

One of the main components of the Framework. Functions provide the
highest level of structure for organizing basic cybersecurity activities
into Categories and Subcategories. The five functions are Identify,
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Protect, Detect, Respond, and Recover.

Identify (function) Develop the organizational understanding to manage cybersecurity
risk to systems, assets, data, and capabilities.

Informative A specific section of standards, guidelines, and practices common
Reference among critical infrastructure sectors that illustrates a method to
achieve the outcomes associated with each Subcategory.

Mobile Code A program (e.g., script, macro, or other portable instruction) that can
be shipped unchanged to a heterogeneous collection of platforms and
executed with identical semantics.

Protect (function)  Develop and implement the appropriate safeguards to ensure delivery
of critical infrastructure services.

Privileged User A user that is authorized (and, therefore, trusted) to perform security-
relevant functions that ordinary users are not authorized to perform.

Recover (function) Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired
due to a cybersecurity event.

Respond Develop and implement the appropriate activities to take action
(function) regarding a detected cybersecurity event.
Risk A measure of the extent to which an entity is threatened by a potential

circumstance or event, and typically a function of: (i) the adverse
impacts that would arise if the circumstance or event occurs; and (ii)
the likelihood of occurrence.

Risk Management  The process of identifying, assessing, and responding to risk.

Subcategory The subdivision of a Category into specific outcomes of technical
and/or management activities. Examples of Subcategories include
“External information systems are catalogued,” “Data-at-rest is
protected,” and “Notifications from detection systems are
investigated.”

38



February 12, 2014 Cybersecurity Framework
Mi% C: ZHEiE

AP S5 8 XAE ) Al i e e RS .
CCS HH R T M4

COBIT =4l H A5 145 B A RHT AR
DCS &£ #uz il 24t

EH liﬁéﬁﬁ & 1= 22 4= 356

EO 1T E i %

ICS Tlkizl & 48

IEC Efr TR AS

ZLAMR FIRLAL (] 4 45

EEhA T ISA [H bR

ISAC 15 B L= A Hr s

ISO [ Frr#EfL2H 21

IT 5 EHA

FRUER) NIST A AM 5T HT

RFI R HL 7K}

RMP XU & B 7

SCADA i #% FE s K 4E

SP 4]

39

Version 1.0



